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DETAILED ACTION 

Response to Amendment 

1 . This acOon is in response to the amenijnient filed 01/1 4/2005, Clainns 1 -28 have 
been canceled; claims 29-36 have been added. 

Resp<mse to Arguments 

2. Applicant's arguments filed 01/14/2005 have been fully considered but they are 
not persuasive. Applicant argues that Lockhart does not teach the conparison of 
checksunr^ for the purpose of detecting loss of stream cipher synchronization (page 4, 
2'**' paragraph), LocWiart teaches comparing reference values that are checksums of 
transnratted data packets to detect loss of cipher synchronization (fig. 2; col. 4, lines 54- 
66; col. 2, lines 25-31 ). Regarding applicant's arguments that Lockhart would not 
anticipated the present claims and that Loc*hart's teaching wastes bandwidth and 
requires additional information to be transnratted with the encrypted payload (page 5. 2'''^ 
par,), applicant's arguments fail to comply vwth 37 CFR 1 .1 1 1 (b) because they amount 
to a general allegation that the claims define a patentable invention without specrfically 
pointing out how the language of the dairre patentaWy distinguishes them from the 
references. Applicant argues that none of the references teaches detecting the loss of 
cipher synchronization at a layer other than the layer that provides cryptography. It is 
established In the previous Office action that checksums are used to detect loss of 
ciph^ synchronizad and that checksum calculation and comparisons is performed at 
the network layer which is different from sub-network layer that provides cryptography. 
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Claim Refections - 35 USC § 103 
3y The foBpwing is a quotation of 35 U.S.C. 1 Q3(a) v^ich foitns ti^e iJasis for ail 
pbyibujsness rejecticanis set forth in tNs Office action: 

{a> A patent may not be obtsned though the Invention not ktenticalty dtecbsed or cle5crd>ed as sat 
forth in s&cdon 101 of this tttte, f the differerices l^twv^n the ^^ct matlBr sought to t>e paterted and 
the prior art are $uch that the subject mattBf as a whote would have been ot>vk>us at the time the 
tnven^n was made to a person living ordinary sKtQ in ^ ^ to which said subject matter per^'ns. 
Patentab^lty shall not be negatfv^ by the manrer in which the Invention was made. 

4. Claims 29^6 are re^ed tmder 35 U;S,C, 1C0(a) as being ynpatentable over 
Lockhart ^ aL (5,841.873} in vfew of Ahmed et al (61,747,961 ) and Menezes et al. 
("Handbook of Applied Cryptografrfiy*). 

Regarding jdaim 29, l^ockhart discloses a rrothod comprising: decrypting an 
endypted data packet to produt^ a d wiyp data padcet (fig. 2. step 215); calculating 
a cal<njteted checksum for the decrypted data packet (figt. 2, step 221 ; ed. 4, lines 54- 
66; cd.S, Hnes 46-65); <x)rnparlng a extracted fipm the (decrypted data 

packet with the calculated ehecksUrin (ffg. 2, step 221 ); arid detecting a loss of qpher 
synchronizatidn if the calculated chedcsurh does not match the checksum extracted 
frorn thfe d^cavpted data pad^et (fig. 2; step 3CK);:cdv2, lines 25^31). 

Lockhart does not disdose a security sub-network layer perfomiing decryption. 
Ahmed dJsdpses a security sub-netyw^ a network layer and above 

the MAC layer, the security subnietviio^^ earicrypflon/deKryption function 

to a netVrari< layer (edv 3, llh^ sa-SS^ fig, 38). It would have been obvlcius to one of 
ordiriary iskill in the art at the time the tnv^fion was jfnade to iirK:jonc>orate the security 
sub-network layer of Ahnried into the rnethbd of Lbd<hart, the sub-network layer 
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providing encryption/decryption function to a network layer. Such a sulMietvArork 
protocol layer provides the communication systems with various mobility management 
functions (col, 3, lines 59-63). 

Lockhart does not disdose that the encryption algorithm is a stream cipher. 
Menezes discloses using stream ciphers (p. 161, see 6.1 Introduction). ItNVOuld have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the metiiod of Lockhart to use a stream cipher, as taught by Menezes, because 
stream ciphers are advantageous in situations where transmission errors are highly 
probable. 

Regarding claims 30-34. Lockhart does not disclose calculating the calculated 
checksum at a networtc layer. However, Examiner takes Official Notice that using 
Transmission Control Protocol (TCP), which is part of a network layer (specification 
page 6, lines 22-24)» to determine the Integrity of a transmitted payload is well known in 
the art. In particular, the transmitting TCP calculates a checksum based on the payload 
data to be transmitted and Includes the checksum in the TCP header for transmission; 
the recaving TCP then performs the same calculation on the payload data received and 
conr^res the result wth the received checksum; a discrepancy Indicates some error. It 
would have been obvious at the tinie of the invention v\/as made to one of ordinary skill 
in the art to calculate the calculated checksum at a network layer since Examiner takes 
Official Notice that using TCP to detemiine the integrity of a transmitted payload data is 
v^ll known in the art. Since Lockhart teaches comparing the checksums to detect the 
loss of cipher synchronization, it would be obvious to use the network layer, which 
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compares the checksums to detect errors, to detect the loss of cipher synchrcMiizatlon. 
Accordin^y* the died^ms are for a network layer data pa^oad and that the extracted 
<^cksum Is extracted frcOTt the network layer header. 

Regarding claim 35. Loddiart further disdoses resetting a lower layer if the 
calcu^ted check^m does not match the checksum extracted from the decrypted data 
packet (fig. 3, step 317), resetting a lower lay^ m^ts the HrrBtaUon of re- 
syndhronlzation. 

Regarding daim (i^ease refer to the discussion of using TCP to detemrrine the 
integrity of a transnr^tted pa^oad data above, 

Conc/i/sion 

5. THIS ACTION tS MADE FINAL, Applicant is renranded of the extension of time 
policy as set foth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to e>q3ire THREE 
MONTHS from the mailing date of this action. In the event a first rep^y is filed \A^thin 
TWO MONTHS of the rreifing date of this final action and the advisory actton is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period wlf expire on the date the ad>flsory action is mailed, and any 
extaisfon fee pursuant to 37 CFR 1,1 36(a) will be <^culated from the mailing date of 
the ad\rtsory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS frc^ the mailing date of this final action- 
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Any InqiBry concerning this comnujnicatton or ^rHer comnrujnicaticms from the 
exarrtner should be djrwJed to Minh Onh whose telephone number te 571 -272-3802. 
The examiner can normalfy be reached ot Mon-Fri: 10:00anrv6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, GHberto Barron can be readied cm 571-272-3799. The fax phone nunf*er 
for the organizafion v^ere this af^lication or proceeding is assigpi^ Is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Rettevaf (PAIR) system. Status information for 
published applicatior>s may be obtained from either Private PAIR or Public PAIR- 
S^tus infomration for unpubtl^ed applications Is available through Rivate PAIR only. 
For nrtore informatlOT about me PAIR systenn, see http://pair-direci.uspto-gov. Should 
you have questions on access to the Private PAiR system, contact the Electronic 
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